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TEN TIPS to Secure Small Business Wi-Fi

Change Default Settings

On AlL the hardware {routers, repeaters, occess
paints, efc.] that runs your Wi-Fi netwark and devices

laptaps, mabile phones, scanners, efc.] that ulilize
the Wi-F netwark

Enable Strong Encryption

WEP and WPS bad; WPAZ good {WPA2 Enferprise

is aven better)

Utilize and Separate Multiple
Wi-Fi Networks

One network for business operations, one aetwork for your
Infermet of Things lloT) devices {themaoskats, smart devices,

survellance camenas, eke.), and one guest network for your
guesk and your employees’ personal devices

Be SSID Smart

Con't broadeast your business aperdlians or kol nefworks
WiFT SSID [netwatk namel; if you have ta broodcost the
SSID, name il something random such as 'KWSD452'

and not your businesses name or something that idenfifies
the equipment in use {i.e. linksys_1 234’)

Update, Update, Update

Regularly check tor and apply any Frmware or
software updates for your WiFi companents

Location, Location, Location

Keep all WiFi components out-alreach from your
employees and guests ar lack them up in network
cabinets ar enclosures

Manage Access

When any employes leaves the business immediately
terminate access and change any password knawn
by Inal former employes

Configure Properly

Hove a professional design and conligure your Wi-Fi
network

Review your nelwork lbogs; educate youmelf and your
employees an the threaks, vulnesabililies, and sk
associoted with WiFi; occasionally inspect vour netwak
components for any lampering or unauthorized devices
(such as o rague access point

Wi-Fi Scheduling

The WHT in your business should only be
apercling when you ore; save money dand

reduce your risk be disabling the Witi ober
hours

Building the Texas economy one business at a time
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